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Abstract

A user’s workstation eventually accumulates a great
deal of personally identifiable or otherwise sensitive
information. While the location of some of this in-
formation will be obvious (e.g., explicitly saved doc-
uments), much will also propagate throughout the
system to any number of unknown locations. With-
out knowing the location of sensitive data within a
system, it can be difficult to set permissions for ac-
cess control for other users or untrusted code. In
this paper, we suggest an architecture for tracking
the sensitive information stored within the persistent
state of a user’s workstation. In order to achieve
minimal computational overhead, we base our pro-
posal on a lightweight, content-based technique for
taint propagation. Through a prototype implemen-
tation, we demonstrate that this approach incurs very
minimal overhead and will not likely cause any user
perceptible delays. Furthermore, our architecture is
minimally invasive and can implemented completely
in userspace, easing system integration. While the
content-based technique cannot track sensitive infor-
mation through arbitrary programs, we show in an
initial evaluation using our prototype that common
programs can be handled correctly.

1 Introduction

A system which identifies sensitive information
within the persistent state of a user’s workstation
could play an important role in maintaining user pri-
vacy. The ability to determine whether a particular

file or, say, Windows registry key contains person-
ally identifying or otherwise confidential information
is useful in a variety of contexts. Viewing a list of
the files flagged as sensitive may assist the user in
setting file system permissions, or this information
may be used by systems performing detailed analysis
of sensitive information flow or leakage.

In the past, rudimentary methods have been em-
ployed for this purpose. Tightlip [1], which attempts
to track leaks of sensitive data, uses a set of ad hoc
heuristics based on file names and content to deter-
mine which program inputs are sensitive (for exam-
ple, a file that has the extension “.pst” or contains
the string “Message-ID” is likely a saved email). An-
other approach is to keep an explicit list of identi-
fying strings (e.g., usernames, domain names, and
email addresses) to search for [2]. However, such ap-
proaches are difficult to make comprehensive. There
will always be applications unknown to a developer
of heuristics for detecting certain sensitive document
types, and detecting only a blacklist of explicit iden-
tifiers is not sufficient, as loosely associated content
is often enough to infer identity [3].

Our approach is intended to provide a more
complete accounting of sensitive information stored
within a user’s system, without resorting to manually
written heuristics for identifying document types or
hardwired lists of explicitly identifying strings. We
limit the scope of our task to tracking sensitive data
stored and manipulated by benign software. Mal-
ware on the user’s system which actively attempts to
hide sensitive information from our system will easily
be able to do so. Nevertheless, we believe a system
which accurately tracks the location of sensitive in-
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formation stored by legitimate software will be highly
useful.

Classifying a piece of data already stored on a
user’s system as sensitive or non-sensitive is a dif-
ficult task. We base our approach on the following
insight: it is easier to identify sensitive information
as it initially enters the system than it is to classify
stored data of unknown origin. If we assume that our
sensitive information tracking architecture is present
on the user’s system when it is freshly installed (and
therefore free of sensitive information), then we need
not classify data already present on the machine and
instead only need to follow new sensitive data which
enters it.

The primary channels by which sensitive informa-
tion is initially introduced to the system are the key-
board and network.1 It may be generally assumed
that any text typed in by the user is sensitive. Data
received from the network is more difficult to clas-
sify, but as an initial conservative estimate we may
classify all incoming data as sensitive. This policy
may be refined by considering the TCP or UDP port,
perhaps providing additional analysis for certain pro-
tocols (e.g., considering the MIME type of data re-
ceived).

When our system detects through monitoring of
keystrokes and network traffic that an application
has received such sensitive data, we must determine
whether this data or something derived from it is later
stored in the persistent state of the machine. In or-
der to achieve minimal performance impact on the
user’s system, we do not perform detailed taint track-
ing as in TaintBochs [4] or Panorama [5]. Such fine
grained taint tracking techniques normally result in a
system-wide slowdown of 20× or much more, which
is an unacceptable cost for a system running at all
times on a user workstation. Instead, we make the
key tradeoff of forgoing general purpose taint track-
ing for a rough, coarse grained approach based on
textual string matching. Apart from minimal per-
formance overhead, an advantage of our architecture
is that it does not require running the user’s system
in a virtual machine and may furthermore operate

1Other, more subtle possibilities exist, but we focus our
attention on these.

entirely in user space, greatly simplifying system in-
tegration.

2 Approach

Our architecture for tracking sensitive information
within a user’s system consists of two primary com-
ponents, a framework for system call interception and
methods for representing and propagating the sensi-
tivity information (i.e., taint).

2.1 System Call Interception

In order to accurately track sensitive information
within the system, we must intercept and monitor
two classes of system calls: those which correspond
to the introduction of new sensitive information from
the keyboard or network, and those which read or
write persistent state and may thus propagate exist-
ing sensitive information. While our prototype is im-
plemented under the Windows operating system, the
same methods can be applied in Linux and various
other operating systems.

Determining the functions that must be monitored
is a tractable task. One must examine the function-
ality of each system call and determine if it can write
data from the keyboard or NIC into the memory of
a process or read or write persistent state. Once a
comprehensive list is compiled, each function must
be instrumented in such a way that the function’s
relevant parameters can be marshaled and given to
the component of the system which inspects them
and updates taint information appropriately. In par-
ticular, buffers of data being read or written will be
scanned according to the content-based taint propa-
gation technique described below. It is also necessary
to monitor process creation in order to ensure that
new processes inherit the taint information of their
parent.

2.2 Representation and Propagation
of Taint

In the simplest case, our system may maintain for
each process a list of typed strings and network traf-
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fic (split up by connection) received by that process.
When a process writes to a file (or some other part of
the machine’s state), our system searches the output
buffer for all of the sensitive strings currently asso-
ciated with the process. If any are found, the file is
flagged as sensitive and those strings become associ-
ated with the file. If a process reads a file currently
associated with one or more sensitive strings, those
strings are added into the set currently associated
with that process. Thus, the taint information for
each process and piece of persistent state consists of
a set of strings presumed sensitive which is updated
with each relevant system call.

Naturally, this naive approach will result in very
fragile taint propagation with many false negatives.
In an attempt to provide some robustness to pieces
of strings being saved or strings undergoing limited
manipulation before being written, we split them into
sets of k-grams. Buffers matching at least a certain
threshold of k-grams from a particular string will be
considered to have matched the original string. This
is sufficient to detect passage of parts of strings and
strings with portions deleted or rearranged.

Nevertheless, many transformations will of course
still cause false negatives. Text typed into a word
processor may be compressed or differently encoded
(e.g., as UTF-16) in the document later saved. Data
arriving over an SSL connection may be later stored
in unencrypted form by the web browser. While a
handful of common transformations may be heuris-
tically detected or blindly applied before searching,
the general approach of content-based taint tracking
does not provide any guarantee of detecting whether
a particular output is derived from an input. How-
ever, our intuition is that in practice the great major-
ity of sensitive information is textual in nature and
that textual data frequently appears as such when
stored, even in otherwise binary formats. This hy-
pothesis is explored in Section 4.1.

Another concern arising from the content-based
taint tracking approach is the storage size of taint in-
formation. Note that it is not necessary to retain ev-
ery string typed by the user or received over the net-
work indefinitely. If the process receiving a string ter-
minates without passing it into any persistent state or
other processes, it may be forgotten; similarly, when

a file is overwritten it loses its previous taint infor-
mation. Still, for sensitive strings which become as-
sociated with persistent state, it may be necessary to
reduce storage size. This is particularly true for data
received from the network, which will often be much
larger than typed strings. For this reason, we employ
document fingerprinting techniques to reduce the size
of large strings, while maintaining the ability to later
search for them. By hashing each k-gram and retain-
ing only a subset of the hashes, we may reduce long
buffers to a fraction of their original size. By carefully
controlling which hashes are saved, winnowing [6, 7]
algorithms ensure that when winnowed buffers are
matched against one another, any common string of
length at least t will be detected, where t is a config-
urable “guarantee threshold”.

3 Implementation

We have developed a prototype implementation of
this architecture under the Windows operating sys-
tem in order to evaluate our approach. While the
system call interception framework and user inter-
face is specific to Windows, the rest of the system
is a cross-platform module written in portable C. It
could, for example, be easily combined with an in-
strumentation framework based on ptrace(2) to run
under Linux. We now describe the details of our im-
plementation.

3.1 Windows Instrumentation Frame-
work

Within windows, there are several methods that ex-
ist for system call interception: interception within
the kernel and interception in user space. We use the
term system call somewhat loosely; while tradition-
ally applied to only kernel level structures, we extend
the term to include core library functionality that ex-
ists in user space.

Downsides of kernel level function intercep-
tion. Kernel level interception involves changing
structures that affect the entire operating system.
While this functionality may be desirable in other
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Figure 1: How Detours instruments a function.

applications, the ability to monitor an application on
a per-process basis has major advantages such as re-
duced system-wide overhead and an increase in sta-
bility. Traditionally, the internal structures required
to do system call modification have been shrouded
in obscurity and several books have been written to
try to edify the brave kernel programmers on the in-
ternals of the Windows kernel [8, 9]. As a result of
the opacity and lack of documentation, system call
entries change from version to version of Windows,
resulting in marginal stability at best through such
methods. In addition, kernel level hooks are impos-
sible to remove with any guarantee of stability. If a
thread is currently suspended with function address
information saved from the modified system call ta-
ble, replacing the modified functions with the orig-
inals will leave the suspended thread in an invalid
state. As a result, when the thread is resumed, a
function will be called that no longer exists and the
system will crash. To avoid these pitfalls, we utilize
user level function instrumentation.

User level function interception via Detours.
Our method uses the Detours project [10] from Mi-
crosoft Research. This library allows for dynamic
binary instrumentation of library functions by way
of in process binary rewriting. Using Detours in-
volves creating a Dynamic Link Library (DLL) that
will be loaded into the target executable image’s ad-
dress space. When loaded, our DLL is responsible for
looking up each function designated for instrumen-
tation by calling LoadLibrary to obtain a handle to
the containing library and GetProcAddress to obtain
the address of the function call within the library.
When these items are obtained, the DetourAttach
function may be used, causing the first five bytes of
original function to be overwritten with an uncondi-

Figure 2: An overview of keyboard hooking.

tional branch to our supplied function, thus giving
us complete control of the original. In addition, this
function call provides us with the address of a tram-
poline function. The trampoline function contains
the function prologue that was overwritten and pro-
vides an unconditional branch to the original function
body. This mechanism is depicted in Figure 1.

Microsoft has gone to great lengths to make it dif-
ficult to use Detours in a undetectable manner in or-
der to avoid facilitating malware development. As
a requirement of the latest version, a marker DLL
is inserted into the process’ address space to indi-
cate that the Detours functionality is being used. In
addition, Detours does not provide a mechanism for
function instrumentation after the process has been
executed, it only provides the ability to create a pro-
cess with a specific DLL. However, we found it de-
sirable to insert and remove functionality on the fly.
This involved opening the remote processes address,
allocating a buffer of the length of the path to our
DLL name within the remote process, obtaining the
address of the LoadLibrary function, and creating a
remote thread with the loaded address and our li-
brary name as an argument. As a result, our code
can be loaded across process boundaries into the tar-
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Figure 3: GUI of the sensitive data aggregator.

get program.

Instrumented functions and keyboard hook-
ing. We monitor functions relating to the file sys-
tem, network, and registry. Specifically, we moni-
tored the ASCII and Unicode versions of ReadFile,
ReadFileEx, WriteFile, WriteFileEx, RegQueryVal-
ueEx, RegSetValueEx, Recv, RecvFrom, WSARecv,
and WSARecvFrom. Within each of these instru-
mented functions, the buffers (in some cases), handle
values and associated objects (file name, IP address
and port pair, registry key name) were marshaled
and sent over a named pipe to the “sensitive data
aggregator”, which will be described in the following
section. Versions of these functions exist for legacy
applications, such as the 16-bit versions of some of the
above functions, however, these functions are rarely
used and furthermore are just wrappers for the newer
32-bit versions of the functions listed above.

Windows provides an interface for hooking specific
functionality on a per-process or system-wide basis
through the SetWindowsHookEx function. In our ap-
plication, we created another DLL that was specifi-
cally designed to monitor keyboard functions. Using
the hooking interface, we inject our DLL into the
remote process and register a system-wide message

type for communication with our main application.
When injected, our filter function inserts itself into a
per-process entity known as a hook chain. For each
event that occurs to a process, whether it’s a key-
board, mouse, or plethora of other events, a message
is passed the the process’ address space. With this
hook in place, our application has a chance to de-
termine the type of the associated message, if it is
a keyboard event we process it, otherwise we ignore
the event. If we decide to process the keyboard event,
we package the key press and use the SendMessage
function to forward the action to our main applica-
tion for further processing. This process is shown in
the diagram of Figure 2. It should be noted that this
takes into account all keys pressed, but once an item
is processed, it is not removed from the logged keys
buffer on the event of a delete or backspace event.
We now describe a technique for obtaining additional
contextual information in GUI applications that also
mitigates this problem.

The action of associating a keypress with an ap-
plication can sometimes lack context. For example,
in an application such as Notepad, the user is pre-
sented with one large field for typing textual data.
In that case it would be prudent to assume that all
data typed into this text box has some loose associ-
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Figure 4: Overview of our system.

ation for further processing. However, consider the
case where a person is filling out a form composed
of fields for pieces of personal information. The con-
stant stream of keys pressed lacks the context of the
textual field in which the user is typing. Our pro-
gram attempts to detect when the field view changes
by transferring GetFocus events within the keyboard
hook DLL. It should be noted that GetFocus cannot
be called across process boundaries to determine the
current focus. Due to that, we used the same injec-
tion techniques described above to get the handle of
the window that has focus and transmit this data to
our program by way of the SendMessage function.
This means, that per key pressed, we also have the
associated textual field to which the data was sent.
The current text may be retrieved from that field,
allowing observation of its value after interpretation
of backspace keys, etc., in addition to the original
stream of raw keystrokes.

The sensitive data aggregator. The sensitive
data aggregator is the component of our architec-
ture responsible for receiving information from all
instrumented processes, updating taint information
appropriately, and providing a graphical interface for
user observation, as pictured in Figure 3. It receives
the buffers and other parameters passed to instru-
mented functions through a named pipe and receives
keyboard data and focus information through the
message passing API. As this data is obtained, it
is processed by the module implementing the taint
propagation algorithms (described in Section 3.2) and

the stored taint information of the relevant processes,
files, and registry keys is updated. The display is pe-
riodically updated with lists of files and registry keys
currently deemed sensitive. The full architecture is
depicted in Figure 4.

3.2 Taint Maintenance Module

Maintenance and propagation of the taint informa-
tion for each process and piece of persistent state
(file or registry key) is handled by a self-contained,
portable module which comprises the bulk of the sen-
sitive data aggregator.

Searching efficiently. As described in Section 2.2,
when a sensitive string s = s1s2 · · · s` enters the
system and becomes associated with a process, we
first split it into the set of all (overlapping) k-grams
splitk(s).

splitk(s) = {s1 · · · sk, s2 · · · sk+1, . . . s`−(k−1) · · · s`}

Now suppose a process associated with a set of
strings S = {s1, s2, . . . sm} later writes a buffer b =
b1b2 · · · bn to a file or registry key. We must then
search the buffer, counting the number of members
of splitk(si) found in b for each i ∈ {1, . . . m}.

c1 = |search(splitk(s1), b)|
c2 = |search(splitk(s2), b)|

...
cm = |search(splitk(sm), b)|
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Here, search is simply a function which returns the
subset of the strings in its first argument which are
substrings of the second argument. Based on the
values of c1, . . . cm (possibly taking into account the
lengths of b, s1, . . . sm), we will decide which, if any,
of s1, . . . sm will become associated with the file or
registry key written.

To perform this process efficiently, we use the
Rabin-Karp multiple string search algorithm to
search for all the members of

⋃m
i=1 splitk(si) simul-

taneously in a single pass over b. That is, we initially
hash each k-gram and insert it into a hash table, and
to search a buffer b, we compute the hashes of each
of its k-grams

h1 = h(b1 · · · bk)
h2 = h(b2 · · · bk+1)

...
hn−(k−1) = h(bn−(k−1) · · · bn)

and check them against the table. By using a rolling
hash, we may compute hi by updating the previous
hash hi−1 using only the byte bi+(k−1) “entering the
hash” and the byte bi−1 “leaving the hash”. This
allows us to scan b in time O(n) (more specifically,
reading each byte only twice), independent of k. The
specific rolling hash function used is below [11].

h(b1 · · · bk) = b1a
k + b2a

k−1 + . . . bka mod 264

with a = 2, 862, 933, 555, 777, 941, 757

One of the downsides of Rabin-Karp searching is
the worst-case non-constant lookup time of a conven-
tional hash table due to collisions. We avoid this issue
by using the recent cuckoo hash tables [12], which
provide guaranteed constant time lookups. Specifi-
cally, we use the three hash function variation which
allows us to achieve good space efficiency (load of
about 91%) while requiring at most two extra hash
computations per lookup [13]. In summary, these
techniques allow us to obtain for a set of m sensitive
strings the individual numbers of k-gram occurrences
c1, c2, . . . cm in a buffer of length n in time O(n), inde-
pendent of both k and m. Furthermore, the constant
factors are low (only a handful of instructions per
byte of the buffer on a 64-bit machine).

Updating the search data structures for a process
or piece of persistent state is also efficient. Cuckoo
hash table insertions are expected amortized constant
time, including the time to resize the hash table when
necessary (since we increase its size by a constant
multiplicative factor). This is a key advantage of our
choice of search data structures and algorithms over
more sophisticated multiple string search algorithms
such as Aho-Corasick, Boyer-Moore, and their deriva-
tives, all of which require pre-computation for the set
of strings. Updating their data structures would re-
quire non-constant time work whenever an additional
k-gram is added, while the “skipping ahead” feature
of Boyer-Moore and its variations would be of little
use due to the fact that we will generally search for
large numbers of short (i.e., length k) strings.

Optimizations. For very long sensitive strings
(normally arising from large network reads), we re-
tain only a subset of the hashed k-grams to reduce
storage requirements using the winnowing algorithm
of [6]. Specifically, given a window size w, we may
store only 2

w+1 of the original k-gram hashes on av-
erage while guaranteeing detection of any matching
regions of length at least w + k − 1. These k-gram
hashes may be placed in the hash table for a set
of sensitive strings and searched for normally; the
fact that winnowing has taken place may simply be
taken into account when evaluating whether a string
si should be considered to have propagated based on
the number of matching k-grams ci.

As an additional optimization, the taint mainte-
nance module uses a system of lazy evaluation for all
operations on the taint information of processes, files,
and registry keys. That is, the taint information for
each object is represented as a symbolic expression.
If the system is under especially heavy load when the
taint maintenance module is invoked, it may then
return immediately by only changing the expression
for the object’s taint information. The taint infor-
mation may then be fully evaluated at a later time.
This technique provides great flexibility in determin-
ing when the (already fairly minimal) computational
overhead of our architecture should be incurred.
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Table 1: Accuracy of File Writes
Application File Writes Sensitive Files File FP File FN

Firefox 12 12 0 0
Pidgin 2 2 0 0

OOWrite 2 1 1 0
Notepad 1 1 0 0

Visual Studio 4 1 0 0

Table 2: Accuracy of Registry Writes
Application Registry Writes Sensitive Keys Registry FP Registry FN

Firefox 20 0 0 0
Pidgin 14 0 0 0

OOWrite 8 0 1 0
Notepad 18 2 0 0

Visual Studio 52 0 0 0

4 Evaluation

Having described our architecture for tracking the
propagation of sensitive data throughout a system,
we now give the results of some initial experiments
evaluating the accuracy of our techniques and perfor-
mance of our implementation.

4.1 Accuracy

We evaluated the accuracy of our system using four
programs: Firefox, Pidgin (an instant messaging
client), OpenOffice Writer, Notepad, and Microsoft
Visual Studio. In the case of Firefox, we conducted
a search using Google, in Pidgin we conducted a
logged conversation with a friend, we used OpenOf-
fice Writer to type a few short sentences in a docu-
ment and saved it to disk2. Additionally, we typed a
few short sentences into Notepad and saved the text
file to disk and finally used the Microsoft Visual Stu-
dio IDE to type some text into a source file and then
saved the source code to disk along with the project
files. These experiments were performed twice, once
using our program with a k-gram size of 5 and once
using ProcessMonitor [14]. ProcessMonitor observes

2We used the Word95 document format because unlike re-
cent formats, it is not compressed.

all function calls that come from and interact with
a specific process. We use its output to manually
inspect files and registry keys that were written for
sensitive data. The results for each experiment can
be found in Tables 1 and 2.

Currently our program does not yield any false neg-
atives, but a few false positives are present. With
the Firefox experiment, we inspected all files written
and either found fractions of our search query in each
file or the file was marked as tainted because it con-
tained data received over the network. No registry
keys that were written contained any sensitive data.
In the Pidgin experiment, two files written were log
file which contained our conversation and a prefer-
ences file which had pieces of the logged conversation
due to SessionSave being turned on. The registry files
did not contain any sensitive data. The OpenOffice
Writer experiment yielded a false positive on one of
the file writes when it wrote to a temporary file in
a compressed format. The saved document was ac-
curately tagged as sensitive while all registry keys
remained free of sensitive information. In the case of
Notepad, one file was written and accurately tagged
as sensitive. While many registry keys were written,
two were marked as sensitive and inspected to re-
veal the typed filename stored within the common file
open dialog most recently used list. With Microsoft
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Figure 5: Overhead due to function instrumentation
and sending written buffers to the sensitive data ag-
gregator over a pipe.

Visual Studio, the source code file was written and
was accurately marked as sensitive while several other
project files were written and correctly marked as not
containing any sensitive data. While numerous reg-
istry writes occured while running the IDE, none of
them contained any sensitive information and merely
contained data that showed the MRU list for the de-
velopment environment.

4.2 Performance

The overhead of our system beyond the normally run-
ning time of an application arises from two primary
sources: overhead due to function instrumentation
and sending buffers to the sensitive data aggregator
and overhead due to searching operations.

Each call to an instrumented function results in a
single additional unconditional branch (see Figure 1).
Whenever a process reads data from the network
or writes persistent state (if it is currently tainted)
through a function such as WriteFile or RegSetVal-
ueEx, we must additionally send a copy of the buffer
to be written through a pipe to the sensitive data ag-
gregator. Figure 5 shows the result of an experiment
measuring these sources of overhead. The WinSCP
program was invoked to retrieve a file over the net-

Figure 6: Overhead due to searching written buffers.
Note the log-scaled x-axis.

work. This was repeated for files ranging in size from
0MB to 32MB, resulting in the displayed data points,
which give the additional running time of the instru-
mented WinSCP beyond what the original running
time would be. In the worst case, less than a millisec-
ond was added to the running time and on average
only about 100µs were.

Figure 6 gives the result of an experiment mea-
suring the time necessary to search a buffer being
written using a function such as WriteFile or RegSet-
ValueEx for various numbers of k-grams associated
with the process. While the search time is asymptot-
ically independent of the number of k-grams being
searched for, issues such as increased cache misses
with larger hash tables slow searches for large num-
bers of k-grams. Nevertheless, even with as many as
ten million k-grams, relatively high levels of through-
put were achieved.

Overall, the slowdown caused by our system is im-
perceptible to the user, make it very compatible with
the possibility of running it at all times, system-wide.
This is in stark contrast to alternative approaches
which employ fine-grained taint tracking techniques.
For example, one of the most recent systems for byte-
level taint tracking across a full system causes a slow-
down of about 20× [5]. Other systems have been far
slower [4].
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5 Challenges and Future Work

As stated previously, our system is targeted to track
benign applications, and even some benign applica-
tions will perform transforms on data that will cause
our system to not detect sensitive information. The
most common such transformations are encryption
and compression. While we are unlikely to be able
to adapt our techniques to deal with encryption, a
few simple heuristics may allow our system to sup-
port compression in many cases. As stated in Sec-
tion 4.1, the document saved by OpenOffice Writer
was correctly marked as sensitive only when it was
saved in a particular Microsoft Office format that did
not employ compression. By default, Writer saves
documents in a compressed format (OpenDocument
with zip compression as a final step). However, by
attempting to detect headers or other indicators of
common compression algorithms, our system may be
able to correctly deal with many cases such as this
one.

Also, a small amount of straightforward additional
work is necessary before our implementation will
operate correctly system-wide. Additional filesys-
tem operations such as copying and renaming files
must be instrumented and interprocess communica-
tion must be detected and handled. Also, larger scale
evaluation may reveal more sophisticated policies for
handling incoming network data. Marking all incom-
ing network data as sensitive provides a superset of
the sensitive information on a system, and selectively
excluding network data matching various criteria will
refine and improve that superset.

Additionally, in future evaluations we would like to
construct a suite of applications for testing that are
not necessarily malicious but contain some possibly
unwanted functionality. An example of this would
be an opt-in piece of spyware that is bundled with
another application.

Along another tack, we hope to work toward for-
malizing the limitations of our general technique of
content-based taint propagation. As shown in our
evaluation of the accuracy of our system, many com-
mon programs process some of their inputs in lim-
ited, simplistic ways, copying them in whole or in
part directly to their output. By defining a class

of Turing machines which similarly process some of
their inputs in a restricted manner, we may be able
to make concrete the kinds of programs upon which
our system will operate correctly. Looking farther
ahead, if we can sometimes3 detect through static
analysis techniques that a program satisfies that def-
inition on some of its inputs, then we may employ
these (cheap) content-based taint tracking techniques
when we know they will be sufficient. When a pro-
gram cannot be shown to conform to this restriction,
a larger system may employ more expensive, fine-
grained taint tracking techniques.

6 Conclusions

In this paper, we suggest an architecture for iden-
tifying sensitive information stored within the per-
sistent state of a user’s workstation. Rather than
attempting to classify existing data, the proposed
system notes each piece of sensitive data when it
is originally introduced and then tracks it as pro-
grams propagate it throughout the persistent state
of the system. To avoid the unacceptable compu-
tational overhead of fine-grained taint tracking tech-
niques, we propose a lightweight, content-based ap-
proach. Through a prototype implementation, we
demonstrate that this approach incurs very minimal
overhead and will not likely cause any user percepti-
ble delays. Our system is minimally invasive and is
implemented completely in userspace, easing system
integration. While the content-based taint tracking
cannot detect propagation of tainted data though ar-
bitrary transformations, we show in an initial evalu-
ation that most common programs process sensitive
data in a sufficiently simplistic manner for our system
to correctly track it.
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